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Preface
Use Microsoft Azure Cosmos DB SQL API Connector to learn how to read from or write to Microsoft Azure 
Cosmos DB SQL API. Learn to create a connection, develop and run mappings, mapping tasks, and data 
transfer tasks in Cloud Data Integration.

Informatica Resources
Informatica provides you with a range of product resources through the Informatica Network and other online 
portals. Use the resources to get the most from your Informatica products and solutions and to learn from 
other Informatica users and subject matter experts.

Informatica Documentation
Use the Informatica Documentation Portal to explore an extensive library of documentation for current and 
recent product releases. To explore the Documentation Portal, visit https://docs.informatica.com.

If you have questions, comments, or ideas about the product documentation, contact the Informatica 
Documentation team at infa_documentation@informatica.com.

Informatica Intelligent Cloud Services web site
You can access the Informatica Intelligent Cloud Services web site at http://www.informatica.com/cloud. 
This site contains information about Informatica Cloud integration services.

Informatica Intelligent Cloud Services Communities
Use the Informatica Intelligent Cloud Services Community to discuss and resolve technical issues. You can 
also find technical tips, documentation updates, and answers to frequently asked questions.

Access the Informatica Intelligent Cloud Services Community at:

https://network.informatica.com/community/informatica-network/products/cloud-integration

Developers can learn more and share tips at the Cloud Developer community:

https://network.informatica.com/community/informatica-network/products/cloud-integration/cloud-
developers

Informatica Intelligent Cloud Services Marketplace
Visit the Informatica Marketplace to try and buy Data Integration Connectors, templates, and mapplets:
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Data Integration connector documentation
You can access documentation for Data Integration Connectors at the Documentation Portal. To explore the 
Documentation Portal, visit https://docs.informatica.com.

Informatica Knowledge Base
Use the Informatica Knowledge Base to find product resources such as how-to articles, best practices, video 
tutorials, and answers to frequently asked questions.

To search the Knowledge Base, visit https://search.informatica.com. If you have questions, comments, or 
ideas about the Knowledge Base, contact the Informatica Knowledge Base team at 
KB_Feedback@informatica.com.

Informatica Intelligent Cloud Services Trust Center
The Informatica Intelligent Cloud Services Trust Center provides information about Informatica security 
policies and real-time system availability.

You can access the trust center at https://www.informatica.com/trust-center.html.

Subscribe to the Informatica Intelligent Cloud Services Trust Center to receive upgrade, maintenance, and 
incident notifications. The Informatica Intelligent Cloud Services Status page displays the production status 
of all the Informatica cloud products. All maintenance updates are posted to this page, and during an outage, 
it will have the most current information. To ensure you are notified of updates and outages, you can 
subscribe to receive updates for a single component or all Informatica Intelligent Cloud Services 
components. Subscribing to all components is the best way to be certain you never miss an update.

To subscribe, on the Informatica Intelligent Cloud Services Status page, click SUBSCRIBE TO UPDATES. You 
can choose to receive notifications sent as emails, SMS text messages, webhooks, RSS feeds, or any 
combination of the four.

Informatica Global Customer Support
You can contact a Global Support Center through the Informatica Network or by telephone.

To find online support resources on the Informatica Network, click Contact Support in the Informatica 
Intelligent Cloud Services Help menu to go to the Cloud Support page. The Cloud Support page includes 
system status information and community discussions. Log in to Informatica Network and click Need Help to 
find additional resources and to contact Informatica Global Customer Support through email.

The telephone numbers for Informatica Global Customer Support are available from the Informatica web site 
at https://www.informatica.com/services-and-training/support-services/contact-us.html.
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C h a p t e r  1

Introduction to Microsoft Azure 
Cosmos DB SQL API Connector

You can use Microsoft Azure Cosmos DB SQL API Connector to securely read data from or write data to 
Microsoft Azure Cosmos DB SQL API .

Use Microsoft Azure Cosmos DB SQL API Connector to read JSON documents from and write JSON 
documents to a container in the Cosmos DB database. You can use Microsoft Azure Cosmos DB SQL API 
Connector to process large volumes of data.

You can use Microsoft Azure Cosmos DB SQL API Connector for the following data integration scenarios:

• Create a Cosmos DB data warehouse. You can aggregate data from Cosmos DB and other source 
systems, transform the data, and write the data to Cosmos DB.

• Migrate data from a relational database or other data sources to Cosmos DB. For example, you want to 
migrate data from a relational database to Cosmos DB. You can write data from multiple relational 
database tables with different schemas to the same Cosmos DB container. A Cosmos DB container 
contains the data in a Cosmos DB database.

• Move data between operational data stores to synchronize data. For example, an online marketplace uses 
a relational database as the operational data store. You want to use Cosmos DB instead of the relational 
database. However, you want to maintain the relational database along with Cosmos DB for a period of 
time. You can use Cosmos DB SQL API to synchronize data between the relational data store and the 
Cosmos DB data store.

• Migrate data from Cosmos DB to a data warehouse for reporting. For example, your organization uses a 
business intelligence tool that does not support Cosmos DB. You must migrate the data from Cosmos DB 
to a data warehouse so that the business intelligence tool can use the data to generate reports.

You can switch mappings to advanced mode to include transformations and functions that enable advanced 
functionality.
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Microsoft Azure Cosmos DB SQL API Connector 
assets

Create assets in Data Integration to integrate data using Microsoft Azure Cosmos DB SQL API Connector.

When you use Microsoft Azure Cosmos DB SQL API Connector, you can include the following Data Integration 
assets:

• Data transfer task

• Mapping

• Mapping task

For more information about configuring assets and transformations, see Mappings, Transformations, and 
Tasks in the Data Integration documentation.

Microsoft Azure Cosmos DB SQL API Connector assets       7



C h a p t e r  2

Connections for Microsoft Azure 
Cosmos DB SQL API

Create a Microsoft Azure Cosmos DB SQL API connection to securely read data from or write data to 
Microsoft Azure Cosmos DB SQL API.

You can use a Microsoft Azure Cosmos DB SQL API connection to specify sources and targets in mappings 
and mapping tasks.

Connect to Microsoft Azure Cosmos DB SQL API
Let's configure the Microsoft Azure Cosmos DB SQL API connection properties to connect to Microsoft Azure 
Cosmos DB SQL API.

Before you begin
Before you configure the connection properties, you'll need to get the Cosmos DB URI, database name, and 
key values from your Microsoft Azure Cosmos DB SQL API account. You can find the key details on the Keys 
tab of your Microsoft Azure Cosmos DB SQL API settings.

Connection details
The following table describes the basic connection properties:

Property Description

Connection Name Name of the connection.
Each connection name must be unique within the organization. Connection names can contain 
alphanumeric characters, spaces, and the following special characters: _ . + -,
Maximum length is 255 characters.

Description Description of the connection. Maximum length is 4000 characters.

Type Microsoft Azure Cosmos DB SQL API
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Property Description

Use Secret Vault Stores sensitive credentials for this connection in the secrets manager that is configured for your 
organization.
This property appears only if secrets manager is set up for your organization.
When you enable the secret vault in the connection, you can select which credentials that the 
Secure Agent retrieves from the secrets manager. If you don't enable this option, the credentials 
are stored in the repository or on a local Secure Agent, depending on how your organization is 
configured.
For information about how to configure and use a secrets manager, see "Secrets manager 
configuration" in the Administrator help.

Runtime 
Environment

The name of the runtime environment where you want to run tasks.
Select a Secure Agent, Hosted Agent, or serverless runtime environment.
Do not use a Hosted Agent if you use the connection in mappings in advanced mode.

Cosmos DB URI The URI to access the Microsoft Azure Cosmos DB account.

Key The primary or secondary key that grants you complete administrative access to the resources in 
the Microsoft Azure Cosmos DB account.

Database Name of the database that contains the container from which you want to read or write JSON 
documents.

Connect to Microsoft Azure Cosmos DB SQL API       9



C h a p t e r  3

Mappings for Microsoft Azure 
Cosmos DB SQL API

When you configure a mapping, you describe the flow of data from the source to the target.

A mapping defines reusable data flow logic that you can use in mapping tasks.

When you create a mapping, you define the Source transformation and Target transformation to represent a 
Microsoft Azure Cosmos DB SQL API object. Use the Mapping Designer in Data Integration to add the Source 
or Target transformations in the mapping canvas and configure the Microsoft Azure Cosmos DB SQL API 
source and target properties.

In advanced mode, the Mapping Designer updates the mapping canvas to include transformations and 
functions that enable advanced functionality.

You can use Monitor to monitor the jobs.

Microsoft Azure Cosmos DB SQL API source 
properties

To read data from Microsoft Azure Cosmos DB SQL API, configure a Microsoft Azure Cosmos DB SQL API 
object as the Source transformation in a mapping.

The following table describes the Microsoft Azure Cosmos DB SQL API source properties that you can 
configure in a Source transformation:

Property Description

Connection Name of the source connection.
You can select an existing connection, create a new connection, or define parameter values for the 
source connection property.
If you want to overwrite the source connection properties at runtime, select the Allow parameter to be 
overridden at run time option.
Specify the parameter file directory and name in the advanced session properties.

Source Type Type of source object. Select Single Object or Parameter.

Object Name of the source object.
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Property Description

Parameter The parameter that holds the value of the object that you want to define at run-time.
Select an existing parameter for the source object, or click New Parameter to define a new parameter 
for the source object.
The Parameter property appears only if you select parameter as the source type.
If you want to overwrite the parameter at runtime, select the Allow parameter to be overridden at run 
time option when you create a parameter. When the task runs, the agent uses the parameters from the 
file that you specify in the advanced session properties.

Format Mandatory. Microsoft Azure Cosmos DB format options.
Select one of the following formats:
- None.1 To read multilevel-hierarchical data in the string format.
- Json. To read or write JSON documents that have one level of hierarchy.
Default is None.

1Doesn't apply to mappings in advanced mode.

The following table describes the advanced properties that you can configure in a Source transformation:

Property Description

Throughput1 Request units processed per second. Overrides the throughput that you specify for the collection in 
Microsoft Azure Cosmos DB SQL API at runtime.
You cannot override the throughput of the database. Before you override the throughput for the 
collection, ensure that the throughput is set for the collection in Microsoft Azure Cosmos DB SQL API.
Specify the throughput value based on the throughput type:
- Autoscale throughput. Specify the value in multiples of 1000. The minimum value is 1000 and 

maximum value is 1000000.
- Manual throughput. Specify the value in multiples of 100. The minimum value for manual throughput 

is 400 and maximum value is 1000000.
Default is -1.

Partition 
Key

Mandatory. Value for the partition field key. You can add more than one value to the field.
You can specify the following values:
- <All>. Reads data from all partitions.
- Field name. Reads data from the field name partition. For example, you can read data from a 

partition named on the City field, Boston. You can specify comma-separated multiple field names.
- <null>. Reads data from the null partition.
Default is <All>.
When you use the partition key for mappings in advanced mode, ensure that the key is of string data 
type.

Page Size1 Number of documents to read per request. Default is 50.
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Property Description

Filter Query A case-sensitive filter query with conditional and logical operators to filter the source data.
Use the following syntax:
<objectName>.<columnName>="conditionValue"
For example, Address.City="Boston"
To use the array data type for mappings in advanced mode, use the following syntax:
<objectName>.<arrayName>[rowNumber][colNumber]="conditionValue"
To use the struct data type for mappings in advanced mode, use the following syntax:
<objectName>.<structLevel1>.<structLevel2>.<structLevel<n>>.<variableName>=
"conditionValue" 

Tracing 
Level

Not applicable.

1Doesn't apply to mappings in advanced mode.

Microsoft Azure Cosmos DB SQL API target 
properties

You can configure a Target transformation to represent a Microsoft Azure Cosmos DB SQL API target.

The following table describes the Microsoft Azure Cosmos DB SQL API target properties that you can 
configure in a Target transformation:

Property Description

Connection Name of the target connection.
You can select an existing connection, create a new connection, or define parameter values for the 
target connection property.
To overwrite the target connection properties at runtime, select the Allow parameter to be 
overridden at run time option.

Target Type Type of target object. Select Single Object or Parameter.

Object The target object for the task. Select the target object.
You can write data by selecting an existing target object or creating a new target by using the 
Create New at Runtime option.
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Property Description

Create New at 
Runtime

Creates a Microsoft Azure Cosmos DB SQL API target at runtime.
To create a target table at runtime, provide the following parameters:
- Object Name. Name of the collection to be created in Microsoft Azure Cosmos DB SQL API.

Name must not start or end with a space or contain the following characters: \ / # ?
- Partition Key. The partition key for the collection.

Specify the key in the following format: /ID. Ensure that the partition key field is an existing 
field from the Source transformation or any previous transformation.
Partition key must not contain only numbers, spaces, unicode characters, and special characters 
except underscore.

- Collection Throughput. Request units processed per second.
Specify the value for Autoscale throughput in multiples of 1000. The minimum value for 
autoscale throughput is 1000 and maximum value is 1000000.
Specify the value for Manual throughput in multiples of 100. The minimum value for manual 
throughput is 400 and maximum value is 1000000.

- Collection Throughput Scale. Type of throughput. Select Autoscale or Manual.
- Formatting options. Not applicable.
- Handle Special Characters. Not applicable.

Parameter The parameter that holds the value of the object that you want to define at run-time.
Select an existing parameter for the target object or click New Parameter to define a new 
parameter for the target object.
The Parameter property appears only if you select parameter as the target type.
If you want to overwrite the target object at runtime, select the Allow parameter to be overridden 
at run time option. When the task runs, the agent uses the parameters from the file that you 
specify in the advanced session properties.

Format Mandatory. Microsoft Azure Cosmos DB format options.
Select one of the following formats:
- None.1 To write multilevel-hierarchical data in the string format.
- Json. To read or write JSON documents that have one level of hierarchy.
Default is None.
When you create a Microsoft Azure Cosmos DB SQL API target at runtime, you cannot use the None 
option.

Operation Not applicable. You must configure the target operation in the target advanced properties.

1Doesn't apply to mappings in advanced mode.
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The following table describes the advanced properties that you can configure in a Target transformation:

Advanced 
Property

Description

Throughput1 Request units processed per second. Overrides the throughput that you specify for the collection 
in Microsoft Azure Cosmos DB SQL API at runtime.
You cannot override the throughput of the database. Before you override the throughput for the 
collection, ensure that the throughput is set for the collection in Microsoft Azure Cosmos DB SQL 
API.
Specify the throughput value based on the throughput type:
- Autoscale throughput. Specify the value in multiples of 1000. The minimum value is 1000 and 

maximum value is 1000000.
- Manual throughput. Specify the value in multiples of 100. The minimum value for manual 

throughput is 400 and maximum value is 1000000.
Default is -1.

Automatic Id 
Generation1

Generate ID for the documents written to the target. Specify any of the following values:
- Enabled. Cosmos DB generates IDs for the documents.
- Disabled. The source object provides IDs for the documents. Data Integration rejects the rows 

if a Null value is provided to the ID port in the target or if you do not connect a port to the ID 
port in the target.

Treat Source 
Rows As

Operation to perform.
Select one of the following options:
- Insert
- Update1

- Upsert
- Delete
You must connect the ID port and Partition Key port to perform update, upsert, or delete 
operations. Data Integration displays an exception if you do not connect the ID port or the 
partition key for upsert and update operations, whereas, the delete operation fails.
For upsert and update operations, in addition to the ports you want to update, you must connect 
all other ports a document contains. The values for the unconnected ports get deleted during 
upsert and update operations.

Execution 
Priority1

Prioritizes bulk write requests in Microsoft Azure Cosmos DB SQL API.
Set the priority to low to throttle throughput of low priority requests and allow the execution of 
only the higher priority requests. Low priority requests are throttled only when there are no other 
high priority requests.
Default is High.

Is Bulk Write1 Indicates whether to write bulk data. By default, the Secure Agent does not write bulk data.

Forward Rejected 
Rows1

Determines whether the transformation passes rejected rows to the next transformation or drops 
rejected rows.
By default, the mapping task forwards rejected rows to the next transformation.

1Doesn't apply to mappings in advanced mode.

Specify a target
You can use an existing target or create a new target to write data to Microsoft Azure Cosmos DB SQL API . If 
you choose to create a new target, the agent creates the target when it runs the task.

When you use an existing target, you can infer schema from the selected target object or generate schema 
from the incoming fields.
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Consider the following rules and guidelines for an existing target:

• You can infer schema from the selected target object only when you read primitive data types.

• You can generate schema from the incoming fields when you read primitive or hierarchical data types for 
mappings in advanced mode.

When you create a new target, specify the object name, partition key, collection throughput, and collection 
throughput scale.

Consider the following rules and guidelines when you create a new target:

• If you specify the collection throughput, you must also specify the collection throughput scale. Ensure that 
the value for the collection throughput is a valid value.

• If you want to inherit the value of collection throughput and collection throughput scale from the 
database, leave the fields empty. Ensure that the collection throughput and collection throughput scale 
are specified for the database.

Parameterization
You can parameterize the connection, objects, and the advanced runtime properties in mappings.

Consider the following rules and guidelines when you use parameterization:

General guidelines

• When you create a mapping with a parameterized target that you want to create at runtime, set the 
target field mapping to automatic.

• You cannot parameterize the field mapping.

Mappings

• When you use input parameters, specify the parameter name in the following format:

- Format in a mapping task: $name$

- Format in a parameter file: $name

• When you use in-out parameters, specify the parameter name in the following format in a mapping 
task or a parameter file: $$name.

Mappings in advanced mode

• When you use input parameters, specify the parameter name in the following format in a mapping 
task: $name$.

• When you use input parameters in a parameter file to parameterize the connection or object, the 
parameter value is stored in the following format: $$name.

• You cannot use input parameters in a parameter file to parameterize the advanced properties at 
runtime.

• You cannot parameterize hierarchical data types.
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Edit metadata
You can edit field data types to customize the precision and data types of fields. You can edit the field 
metadata in a Source or Target transformation to change simple data types and precision.

To edit metadata, use the Edit Metadata option for the source and target fields on the Fields tab of the 
Properties panel.

Rules and guidelines
• When you read and write values of integer, double, bigint, and boolean data types in a mapping, you 

cannot edit the precision. You can edit the precision only when you create a mapping task.

• When you read and write values of string data type in a mapping and edit the precision, the mapping does 
not consider the change in the precision. You can edit the precision when you create a mapping task.

Rules and guidelines for mappings and mapping 
tasks

Consider the following rules and guidelines for mappings and mapping tasks:

• When two or more mappings run concurrently to update the throughput of the same collection, the 
mappings fail to update the throughput.

• The target operation that you configure in the target advanced properties takes precedence over the 
target operation that you configure in the target properties.

• When you run a mapping to read data that contains unicode characters with comma and write to a 
Microsoft Azure Cosmos DB SQL API target, the data is incorrectly written to the target.

• When you run a mapping to read data that contains unicode characters with comma and write to a 
Microsoft Azure Cosmos DB SQL API target, the data is incorrectly written to the target.

• When you select a connection and a source object, the first document is read and a schema is created 
from it. The schema chosen is applied for all the documents and the additional columns in the documents 
are ignored.

• If the value of the partition key is null in the source data, specify the value of the partition key as null 
within angular brackets in the advanced source properties.
For example, <null>.

• When you read from or write to Microsoft Azure Cosmos DB SQL API, ensure that the collection contains 
at least one document to infer the schema.

• When you read large amount of data in Microsoft Azure Cosmos DB SQL API and use the None format 
option, to improve performance, specify the precision of the Document field according to the size of the 
data to be processed using the Edit Metadata option.

• When you update or delete data in a partitioned collection in a Microsoft Azure Cosmos DB SQL API target 
and use the bulk API, ensure that the source data has more than one row.
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Mappings in advanced mode
You can create a mapping in advanced mode to read data from or write data to Microsoft Azure Cosmos DB 
SQL API.

Consider the following rules and guidelines for mappings in advanced mode:

• You cannot read data in binary format.

• You cannot read data from non-partitioned collections.

• When you read boolean fields in a mapping, Boolean fields in an array are written as null in the target.

• When you read string data, you cannot use in-out parameters in the advanced properties.

• You cannot add multiple pipelines in a mapping.

• The unique key that you specify when you create a container is not considered in a mapping.

• When you read from Microsoft Azure Cosmos DB SQL API and write to Microsoft Azure Data Lake Storage 
Gen2, a zero-byte file is created in the target with other target files.

• When you read from or write to Microsoft Azure Cosmos DB SQL API, ensure that the collection contains 
at least one document to infer the schema.

• When you read data from a Microsoft Azure Synapse SQL and write data to Boolean fields in Microsoft 
Azure Cosmos DB SQL API, ensure that the data type of the source fields is Bit.

• When you read from or write to Microsoft Azure Cosmos DB SQL API, ensure that the ID column in the 
source is mapped to the ID column in the target.
If the source does not have an ID column, use the Expression transformation to add an ID column and 
then run the mapping.

• When you run a task that reads from Microsoft Azure Cosmos DB SQL API and writes to Microsoft Azure 
Data Lake Storage Gen2 in the verbose mode, the execution log shows the following error even though the 
task is successful:
java.lang.IllegalArgumentException: Failed to load any of the given libraries:
[netty_tcnative_linux_x86_64, netty_tcnative_linux_x86_64_fedora, netty_tcnative_x86_64, 
netty_tcnative]
Ignore the message.

• When you read from and write to Microsoft Azure Cosmos DB SQL API, any values of double data type in 
the source are written in exponential form in the target.
For example, 1234567 is written as 1.234567E6.

• You cannot partially parameterize the advanced properties. For example, do not specify Add100.$
$filtercolumn=8.
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C h a p t e r  4

Data type reference
Data Integration uses the following data types in Microsoft Azure Cosmos DB SQL API mappings and 
mapping tasks:

• Microsoft Azure Cosmos DB SQL API native data types appear in the Source transformation and Target 
transformation when you choose to edit metadata for the fields.

• Transformation data types. Set of data types that appear in the transformations. These are internal data 
types based on ANSI SQL-92 generic data types, which the Secure Agent uses to move data across 
platforms. They appear in all transformations in a mapping.

When the Secure Agent reads source data, it converts the native data types to the comparable transformation 
data types before transforming the data. When the Secure Agent writes to a target, it converts the 
transformation data types to the comparable native data types. 

Microsoft Azure Cosmos DB SQL API and 
transformation data types

The following table compares the JSON data type to the transformation data type:

JSON Data Type Transformation Data Type Range and Description

array1 array The size of a document must be less that or 
equal to 4 MB.

boolean integer The default transformation type for boolean is 
integer. You can specify string data type with 
values of True and False. True is equivalent to 
the integer 1 and False is equivalent to the 
integer 0.

Number (double) double -1.79769313486231570E+308 to 
+1.79769313486231570E+308.
Precision 15.

Number (float) double -1.79769313486231570E+308 to 
+1.79769313486231570E+308.
Precision 15.
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JSON Data Type Transformation Data Type Range and Description

Number (int) integer -2,147,483,648 to 2,147,483,647 Precision 10, 
scale 0

Number (long) bigint -9,223,372,036,854,775,000 to 
9,223,372,036,854,775,000.
Precision 19, scale 0.

string string 1 to 104,857,600 characters.

struct1 struct The size of a document must be less that or 
equal to 4 MB.

1Applies only to mappings in advanced mode.

Rules and guidelines for data types

You cannot edit the metadata of the fields of hierarchical data type.

Data type parsing for Microsoft Azure Cosmos DB 
SQL API

When you read from or write to Microsoft Azure Cosmos DB SQL API, Data Integration parses data based on 
the data types defined in the schema. If the data values do not match the data types defined in the schema, 
Data Integration rejects the document.

The following table lists the data types allowed at run time for the data types specified in the schema:

Data Type in Schema Allowed Run-time Data Type

Integer Short, Integer

BigInt or Long Short, Integer, Long (maximum precision 19)

Float Short, Integer, Long, Float

Double Short, Integer, Long, Float, Double

Decimal (maximum precision 28) Short, Integer, Long, Float, Double, Long

String String
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